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Tracing Victim Funds Through Layering Wallets to Exchange Endpoints INVESTIGATE. ANALYZE. DELIVER.

CLIENT CHALLENGE INVESTIGATIVE OBJECTIVES METHODOLOGY

3 Client reported multiple cryptocurrency 9 Q
transfers associated with a suspected Identify movement of victim funds c ‘
fraud schemae.

Blockchain Exchange Transaction
Multiple transaction dates Determine whether funds reached exchanges Tracing Attribution Analysis
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Decentralized protocol activity Identify actionable subpoena targets
Attempts to obscure Metwork Wallet Litigation
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FUND FL RACES (SIMPLIFIED) INVESTIGATION OVERVIEW

$93.70 11/19/25 TOTAL TRACE AMOUNT
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Significant Transfers

$4,200.20 12/3/25
Tx Hash: 0x3b4"**"77a8b0d Client funds moved through
& series of intermediary
wallets in rapid succession
G R ﬁ =% E = E —» ﬁ — “ HTX (“peel chain”) before

coinbase arriving at HTX exchange.

EXCHANGES IDENTIFIED
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HTX + Coinbase -+ Robinhood

$4,000.07  12/4/25
Te Hash: 0x700f"**6fcca39 & HTX i e KEY FINDINGS
mumerous smaller transactions

/ @ Swouch comwalied plotocots LAYERING ACTIVITY
z 3 .. SR Robinhood = (Tokenkon) and additional Funds routinely moved through
G E O L ] = wallets befors reaching

i = ) \ i intermediary wallets before
coinbase ’ michanges. Classic lyering .
TOKENLON G coinbase kA5 ki reaching exchanges.
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TRANSACTION FRAGMENTATION
Victim funds were split into smaller
transactions to obscure origin,

$12,000.00 12/8/25

e PAYMENT i
Tx Hash: ead1""""b02c344 i E Wallet functions as a central

PROCESSOR

aggregation & distribati
= i e COMMINGLING
b - point. Funds were rapidly Piiste vietin g "
-On  EXCHANGE redistriluted ts pryment ultiple victim transactions were
@ E » 1 SERVICES poocled together prior to redistribution.

| processors, exchange-linked
coinbase e e s o services, and ather
AGGREGATION . OTHER

WALLET

EXCHANGE OFF-RAMPS

Funds ultimately reached identifiable
exchanges including Coinbase,

HTX, and Robinhood.

®®  DEsTiNATIONs ~ Gestinations.

;| $57,299 12/12/25

The 557,260 was depoeited into a wallet

Tx Hash: Oxae57"""1d7873 l STRUCTURED TRAMNSFERS
$50,000 — by HTX that then performied othor funds:
!_/r phspags o within 24 Fa, tSem.e]rcal tr.::tes re\fealtlaq consistent
"': — — —_— g FEsuting in twe oulgeing ransfers ransfer patterns involving approx.
5 E‘ E E 0 (opprosimately $50,000 each to HTX). $50,000 increments before
coinbase 5 $50,000 — l‘ HTX This resermbies the client’s funds now exchange deposits.
in poasession of unknown perties

i will bear th brunt of the funds,
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coinbase

Exchanges that maintain KYC records -C ]
‘"'AL,“" can be subpoenaed to identify the ks Laundering Indica

owner(s) of destination wallets, Camplete Fund Flow Mapping

Exchange Attribution Identified

INTERMEDIARY  DECENTRALIZED  AGGREGATION EXCHANGES
WALLETS PROTOCOLS WALLETS (ENDPOINTS) Account-holder identity infanmation (KYC)

Governmant-issued identification

Sign-in IP addreases {device information)

Login dates/times (log details, devices, trades)

£ Account activity & communication records

elivered

1 subpoena,
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Funds originating from Coinbase were layered through metiple wallets,

intermmixed, commingled, and ultimately deposited into centralized exchanges. Jesa (RcoiE Iny Assiet tumsel srict b enforiement

in identifying the imdividuaie) controiing destination
wallets and tracing the ultimate dispasition of funds.
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